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HIPAA RULES 

BUSINESS ASSOCIATE ADDENDUM 

DEFINITIONS 

1.1 The following terms used in this Agreement shall have the same meaning as those terms 

in the HIPAA Rules: Breach, Data Aggregation, Designated Record Set, Disclosure, Health Care 

Operations, Individual, Minimum Necessary, Notice of Privacy Practices, Protected Health 

Information, Required By Law, Secretary, Security Incident, Subcontractor, Unsecured Protected 

Health Information, and Use. 

Specific definitions: 

(a) Business Associate.  “Business Associate” shall generally have the same meaning as the 

term “business associate” at 45 CFR 160.103. 

(b) Covered Entity.  “Covered Entity” shall generally have the same meaning as the term 

“covered entity” at 45 CFR 160.103, and in reference to the party to this agreement, shall 

mean Sedgwick County. 

(c) HIPAA Rules.  “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and 

Enforcement Rules at 45 CFR Part 160 and Part 164. 

OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE  

Business Associate agrees to: 

2.1 not Use or Disclose Protected Health Information other than as permitted or required by 

the Agreement or as Required By Law; 

2.2   Use appropriate safeguards and comply with Subpart C of 45 CFR Part 164 with respect 

to electronic Protected Health Information, to prevent Use or Disclosure of Protected Health 

Information other than as provided for by this Agreement; 

2.3 report to covered entity any Use or Disclosure of Protected Health Information not 

provided for by the Agreement of which it becomes aware, including Breaches of Unsecured 

Protected Health Information as required at 45 CFR 164.410, and any Security Incident of which 

it becomes aware, as further provided for in Par. 12.1, et seq.; 

2.4 mitigate, to the extent practicable, any harmful effect that is known to Business Associate 

of a Use or Disclosure of Protected Health Information by Business Associate in violation of the 

requirements of this Agreement; 

2.5 in accordance with 45 CFR 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that 

any Subcontractors that create, receive, maintain, or transmit Protected Health Information on 
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behalf of the Business Associate agree to the same restrictions, conditions, and requirements that 

apply to the Business Associate with respect to such information; 

2.6 make available Protected Health Information in a Designated Record Set to the Covered 

Entity as necessary to satisfy Covered Entity’s obligations under 45 CFR 164.524; 

2.7 make any amendment(s) to Protected Health Information in a Designated Record Set as 

directed or agreed to by the Covered Entity pursuant to 45 CFR 164.526 or take other measures 

as necessary to satisfy Covered Entity’s obligations under 45 CFR 164.526; 

2.8  make its internal practices, books, and records available to the Secretary for purposes of 

determining compliance with the HIPAA Rules; and 

2.9 maintain and make available the information required to provide an accounting of 

Disclosures to the Covered Entity as necessary to satisfy covered entity’s obligations under 45 

CFR 164.528. 

PERMITTED USES AND DISCLOSURES BY ASSOCIATE  

3.1 Except as otherwise limited in this Agreement, Business Associate may only Use or 

Disclose Protected Health Information on behalf of, or to provide services to, Covered Entity for 

the purposes of the contractual relationship, if such Use or Disclosure of Protected Health 

Information would not violate the Privacy Rule if done by Covered Entity or the Minimum 

Necessary policies and procedures of the Covered Entity. 

SPECIFIC USE AND DISCLOSURE PROVISIONS 

4.1 Except as otherwise limited in this Agreement, Business Associate may Use Protected 

Health Information for the proper management and administration of the Business Associate or 

to carry out the contractual or legal responsibilities of the Business Associate.  

4.2 Business Associate may Use or Disclose Protected Health Information as Required By 

Law. 

4.3 Business Associate agrees to make Uses and Disclosures and requests for Protected 

Health Information consistent with Covered Entity’s Minimum Necessary policies and 

procedures. 

4.4 Business Associate may Disclose Protected Health Information for the proper 

management and administration of Business Associate or to carry out the legal responsibilities of 

the Business Associate, provided the Disclosures are Required By Law, or Business Associate 

obtains reasonable assurances from the person to whom the information is disclosed that the 

information will remain confidential and Used or further Disclosed only as Required By Law or 

for the purposes for which it was Disclosed to the person, and the person notifies Business 

Associate of any instances of which it is aware in which the confidentiality of the information 

has been Breached. 
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4.5 Business Associate may provide Data Aggregation services relating to the Health Care 

Operations of the covered entity. 

4.6 Business Associate may Use Protected Health Information to report violations of law to 

appropriate Federal and State authorities, consistent with § 164.502(j)(1).  

OBLIGATIONS OF COVERED ENTITY  

5.1 Covered Entity shall notify Business Associate of any limitation(s) in its Notice of 

Privacy Practices of Covered Entity in accordance with 45 CFR § 164.520, to the extent that 

such limitation may affect Business Associate's Use or Disclosure of Protected Health 

Information.  

5.2 Covered Entity shall notify Business Associate of any changes in, or revocation of, 

permission by Individual to Use or Disclose Protected Health Information, to the extent that such 

changes may affect Business Associate's Use or Disclosure of Protected Health Information.  

5.3 Covered Entity shall notify Business Associate of any restriction to the Use or Disclosure 

of Protected Health Information that Covered Entity has agreed to in accordance with 45 CFR § 

164.522, to the extent that such restriction may affect Business Associate's Use or Disclosure of 

Protected Health Information.  

PERMISSIBLE REQUESTS BY COVERED ENTITY  

6.1 Covered Entity shall not request Business Associate to Use or Disclose Protected Health 

Information in any manner that would not be permissible under Subpart E of 45 CFR Part 164 if 

done by Covered Entity. If necessary in order to meet the Business Associate’s obligations under 

the Agreement, the Business Associate may Use or Disclose Protected Health Information for 

Data Aggregation, management and administrative activities, or contractual or legal 

responsibilities of Business Associate. 

TERM 

7.1 Term. The Agreement shall be effective as of date of execution of the Agreement by the 

parties, and shall terminate when all of the Protected Health Information provided by Covered 

Entity to Business Associate, or created or received by Business Associate on behalf of Covered 

Entity, has been returned to Covered Entity or, at Covered Entity’s option, is destroyed, or, if it is 

infeasible to destroy Protected Health Information, the protections are extended to such 

information, in accordance with the termination provisions in this Agreement. 
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MISCELLANEOUS 

8.1 A reference in this Agreement to a section in the HIPAA Rules means the section as in 

effect or as amended.  

8.2 The Parties agree to take such action as is necessary to amend this Agreement from time 

to time as is necessary for Covered Entity to comply with the requirements of the HIPAA Rules.  

8.3 Any ambiguity in this Agreement shall be resolved to permit Covered Entity to comply 

with the HIPAA Rules.  

8.4 In addition to any implied indemnity or express indemnity provision in the Agreement, 

Business Associate agrees to indemnify, defend and hold harmless the Covered Entity, including 

any employees, agents, or Subcontractors against any actual and direct losses suffered by the 

Indemnified Party(ies) and all liability to third parties arising out of or in connection with any 

breach of this Agreement or from any negligent or wrongful acts or omissions, including failure 

to perform its obligations under the HIPAA Rules, by the Business Associate or its employees, 

directors, officers, Subcontractors, agents, or other members of its workforce. Accordingly, upon 

demand, the Business Associate shall reimburse the Indemnified Party(ies) for any and all actual 

expenses (including reasonable attorney’s fees) which may be imposed upon any Indemnified 

Party(ies) by reason of any suit, claim, action, proceeding or demand by any third party resulting 

from the Business Associate’s failure to perform, Breach or other action under this Agreement. 

 

SECURITY RULE REQUIREMENTS 
 

9.1 Business Associate agrees, to the extent any Protected Health Information created, 

received, maintained or transmitted by or in electronic media, also referred to as electronic 

protected health care information, as defined by 45 CFR § 160.103, that it will only create, 

maintain or transmit such information with appropriate safeguards in place.   

 

Business Associate shall therefore: implement administrative, physical, and technical safeguards 

that reasonably and appropriately protect the confidentiality, integrity and availability of the 

electronic protected health care information; ensure that any agent, including Subcontractors, to 

whom it provides such information shall agree to also implement reasonable and appropriate 

safeguards to protect the information; and report to the Covered Entity any Security Incident, as 

that term is defined by 45 CFR § 164.304, of which it becomes aware. 

 

TERMINATION 

 

10.1 Business Associate authorizes termination of this Agreement by Covered Entity, if 

Covered Entity determines Business Associate has violated a material term of the Agreement and 

Business Associate has not cured the breach or ended the violation within the time specified by 

Covered Entity.   
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EFFECT OF TERMINATION 

11.1 Upon termination of this Agreement for any reason, Business Associate shall return to 

Covered Entity or, if agreed to by Covered Entity, destroy all Protected Health Information 

received from Covered Entity, or created, maintained, or received by Business Associate on 

behalf of Covered Entity, that the Business Associate still maintains in any form.  Business 

Associate shall retain no copies of the Protected Health Information.  

Provided however, Business Associate may retain Protected Health Information if necessary for 

management and administration purposes or to carry out its legal responsibilities after 

termination of the Agreement. 

Upon termination of this Agreement for any reason, Business Associate, with respect to 

Protected Health Information received from Covered Entity, or created, maintained, or received 

by Business Associate on behalf of Covered Entity, shall: 

retain only that Protected Health Information which is necessary for Business Associate 

to continue its proper management and administration or to carry out its legal 

responsibilities; 

return to Covered Entity or, if agreed to by Covered Entity, destroy the remaining 

Protected Health Information that the Business Associate still maintains in any form; 

continue to use appropriate safeguards and comply with Subpart C of 45 CFR Part 164 

with respect to electronic Protected Health Information to prevent Use or Disclosure of 

the Protected Health Information, other than as provided for in this Section, for as long as 

Business Associate retains the Protected Health Information; 

not Use or Disclose the Protected Health Information retained by Business Associate 

other than for the purposes for which such Protected Health Information was retained and 

subject to the same conditions set out at in this Agreement which applied prior to 

termination; 

return to Covered Entity or, if agreed to by Covered Entity, destroy the Protected Health 

Information retained by Business Associate when it is no longer needed by Business 

Associate for its proper management and administration or to carry out its legal 

responsibilities; and 

provided, however, that nothing in this section 11.1 shall apply in the case of PHI 

remaining in its possession which Business Associate determines it is not feasible to 

return or destroy.  Business Associate shall extend the protection of this Agreement to 

such PHI and limit further uses and disclosure of such PHI.  

The obligations of Business Associate under this Agreement shall survive the termination of this 

Agreement. 
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NOTIFICATION OF BREACH 

12.1 To the extent Business Associate accesses, maintains, retains, modifies, records, stores, 

destroys, or otherwise holds, Uses, or Discloses Unsecured Protected Health Information, it 

shall, following the discovery of a Breach of such information, notify the Covered Entity of such 

Breach. Such notice shall include the identification of each Individual whose Unsecured 

Protected Health Information has been, or is reasonably believed by the Business Associate to 

have been, Used, accessed, acquired, or Disclosed during such Breach. The Business Associate 

shall provide the Covered Entity with any other available information that the Covered Entity is 

required to include in notification to the Individual under 45 C.F.R. § 164.404(c) at the time of 

the required notification to the Covered Entity, or as promptly thereafter as the information is 

available. 

 

12.2 For purposes of this section, a Breach shall be treated as discovered by the Business 

Associate as of the first day on which such Breach is known to such Business Associate 

(including any person, other than the Individual committing the breach, that is an employee, 

officer, or other agent of such associate) or should reasonably have been known to such Business 

Associate (or person) to have occurred by the exercise of reasonable diligence. 

 

12.3 Subject to section 12.4, all notifications required under this section shall be made without 

unreasonable delay and in no case later than 60 calendar days after the discovery of a Breach by 

the Business Associate involved in the case of a notification required under section 12.2. The 

Business Associate involved in the case of a notification required under section 12.2, shall have 

the burden of demonstrating that all notifications were made as required under this part, 

including evidence demonstrating the necessity of any delay. 

 

12.4 If a law enforcement official determines that a notification or notice required under this 

section would impede a criminal investigation or cause damage to national security, such 

notification or notice shall be delayed in the same manner as provided under section 

164.528(a)(2) of title 45, Code of Federal Regulations, in the case of a Disclosure covered under 

such section. 

 

If a law enforcement official states to the Business Associate that any notification or notice 

would impede a criminal investigation or cause damage to national security, the Business 

Associate shall: 

 

(a) If the statement is in writing and specifies the time for which a delay is required, 

delay such notification or notice for the time period specified by the official; or 

(b) If the statement is made orally, document the statement, including the identity of 

the official making the statement, and delay the notification or notice temporarily and 

no longer than 30 days from the date of the oral statement, unless a written statement 

as described in (a) is submitted during that time. 
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PROHIBITION ON SALE OF ELECTRONIC HEALTH RECORDS OR PROTECTED 

HEALTH INFORMATION. 

 

13.1 Except as provided in section 13.2, the Business Associate shall not directly or indirectly 

receive remuneration in exchange for any Protected Health Information of an Individual unless 

the Covered Entity has obtained from the Individual, in accordance with section 164.508 of title 

45, Code of Federal Regulations, a valid authorization that includes, in accordance with such 

section, a specification of whether the Protected Health Information can be further exchanged for 

remuneration by the entity receiving Protected Health Information of that Individual. 

 

13.2. Section 13.1 shall not apply in the following cases: 

 

(a) The purpose of the exchange is for public health activities (as described in section 

164.512(b) of title 45, Code of Federal Regulations). 

(b) The purpose of the exchange is for research (as described in sections 164.501 and 

164.512(i) of title 45, Code of Federal Regulations) and the price charged reflects the 

costs of preparation and transmittal of the data for such purpose. 

(c) The purpose of the exchange is for the treatment of the Individual, subject to any 

regulation that the Secretary may promulgate to prevent Protected Health Information 

from inappropriate access, Use, or Disclosure. 

(d) The purpose of the exchange is the health care operation specifically described in 

subparagraph (iv) of paragraph (6) of the definition of healthcare operations in section 

164.501 of title 45, Code of Federal Regulations. 

(e) The purpose of the exchange is for remuneration that is provided by the Covered 

Entity to the Business Associate for activities involving the exchange of Protected 

Health Information that the Business Associate undertakes on behalf of and at the 

specific request of the Covered Entity pursuant to the Agreement. 

(f) The purpose of the exchange is to provide an Individual with a copy of the 

Individual's Protected Health Information pursuant to section 164.524 of title 45, 

Code of Federal Regulations. 

(g) The purpose of the exchange is otherwise determined by the Secretary in 

regulations to be similarly necessary and appropriate as the exceptions provided in 

subparagraphs (a) through (f). 


